
 � Specialists in technical
translation

 � Software localisation
 � Audiovisual
 � Online help systems
 � e-Learning content
 � Digital centre of excellence

https://www.capitatranslationinterpreting.com
+44 (0)845 367 7000
marketing@capita-ti.com

The secure language service provider.

Discover how we can benefit 
your business...

All your language needs under one roof - 24/7.

ITR is now a part of Capita Translation and 
interpreting - combining technical translation 
expertise and the same personal, customer 
focussed approach, with Capita Translation and 
interpreting’s unparalleled security offering. 
We invest heavily into the newest translation 
technologies and protection of your files - saving 
you money and giving you high quality output.

As our systems are based in Capita’s secure 
servers, all documents we handle remain under 
strict privacy guidelines. We are part of Capita 
plc - so you can be assured of the quality and 
processes expected from a FTSE 100 company. 
Our clients trust us implicitly with their work, 
and return to us time after time.
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The Apple vs FBI case in the USA1 and the Draft 
Communications Data Bill2 in the UK have 
raised public awareness of security issues, but 
how secure is your intellectual property? Is 
translation a back door, creaking long after the 
horse has bolted?

If you are an experienced translation buyer 
yourself, then you have good company. For 
cost and headcount reasons outsourcing both 
multi-nationals’ and government3 translation 
and localisation needs is a huge business. 
By definition this is carried out outside 
their organisations, and therefore, with few 
exceptions, outside the protection of the 
organisational firewall.

Again, with the primary business driver being 
cost reduction, it is standard practice4 to go out 
to tender for the localisation of specific projects 
to several language service providers. Often this 
is carried out without secured communications, 
as file transfers and document uploads are 
made via email and with several file drop 
protocols to prospective vendors.

Worse, security considerations either are 
overlooked entirely during the supplier selection 
process, or are assigned an undeservedly low 
priority, compared to the need to achieve the 
keenest delivery dates, and lowest costs. In my 
experience, all too many translation buyers 
appear content to simply sign a non-disclosure 
agreement, agree to the standard terms and 
conditions, and then assume that their data is 
secure and well protected. 

Behind the scenes
Yet choosing a language service provider is 
only the first of many aspects affecting the 
security of the material being translated. If we 
look at the common translation workflows and 
practices of the last quarter century, if you 
really believe your data was secure, a troubling 
picture emerges.

The drive in the translation industry has 
been to meet market needs, so cost is often 
the primary consideration for production 
improvements, with speed and quality a close 
second and third. A leap in productivity was 
achieved twenty or so years ago with computer 
assisted translation systems, essentially a more 
or less user-friendly front end with databases 
(“Translation Memories“) of bi-lingual phrases 
that are added to as the translator works. Since 
the systems automatically insert exact matches 
in sentence chunks, and offer near matches for 
the translator to edit, these are a real boon to 
the productivity of individual translators, but 

Securing your translations

Is your translated data secure?
How secure is your intellectual property? Is translation a back door, 
creaking long after the horse has bolted? Sean Marlow takes a look.

a challenge for the language service provider’s 
project management teams to keep secure, as 
the translation memories may exist in various 
formats, language variants and development 
stages. The transfer of data to and from the 
linguists was often by email or FTP, neither of 
which is a particularly safe solution without 
further hardening. Furthermore, the integration 
with other elements, such as style-guides and 
reference material was left up to the individual 
linguist, as was securing the data itself in the 
event of a local hardware failure, or theft. 

So traditional translation production 
workflows were optimised to produce 
translations that cost as little as possible, and 
to shave off precious hours before delivery. 
Then as now, translation workflows that achieve 
fit-for-purpose quality are multi-staged, so 
in addition to the initial computer assisted 
translation, there are revision, automated 
quality control, and desktop publishing and 
proofreading stages to consider. Without a 
workflow that is designed to be secure in its 
entirety, each stage is another potential point  
of weakness.

The language service providers then and now, 
often co-operate with third parties, as even if 
the provider employs in-house linguists, any 
given translator may not be suitable for your 
new project, due to specialised subject matter 
knowledge requirements, translator availability, 
or the “c” word again, cost.

As language is ever evolving, and as it is easy 
to get out of touch with terminology and style 
preferences if separated from one’s own locale, 
third party translators are normally based in the 
target language markets, where different legal 
frameworks may apply to data security. 

Depending on the politics and regulatory 
framework of the region, the use of secure 
encrypted email may actually be prohibited. 
Unfortunately these same markets frequently 
exhibit a lax attitude to patent infringements. 

Without a workflow 
that is designed to be 
secure in its entirety, 
each stage is another 
potential point of 
weakness.

Depending 
on the politics 
and regulatory 
framework of the 
region, the use of 
secure encrypted 
email may actually 
be prohibited. 

Modern technology 
has made translation 
workflows faster and 
cheaper, but also 
open to misuse. 
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In the People’s Republic of China, for example, 
automotive manufacturers have struggled to 
prosecute successfully what in other markets, 
may well have been judged intellectual property 
and branding infringements: Allegedly, there is 
a certain resemblance in the Land Wind X7 to a 
Range Rover Evoque5. 

Modern technology has continued to make 
translation workflows faster and cheaper, 
but also more open to misuse or even abuse. 
Has your language service provider’s chosen 
translator unwittingly merged a translation 
memory containing your data with that of your 
competitor? Due to the translator’s subject 
specialisation, working as a freelancer for 
another language service provider makes this 
entirely possible. A merged/shared Translation 
Memory is larger, provides more hits, therefore 
improves translation throughput and reduces 
costs. Furthermore, in most off-the shelf 
computer assisted translation solutions, this 
translation memory, containing all your data, 
resides on the translator’s own PC or laptop, and 
in this, still common, scenario it is outside the 
control of the chosen language service provider. 

The translator is also subject to the 
temptation to increase profits still further by 
running your whole source text through Google 
Translate6 or other free on-line translation 
engines, which use machine rather than human 
translation (hence commonly referred to as 
MT) before tidying up and submitting “their 
translation” to your language service provider.

Whilst the last two scenarios are definitely 
worst-case, one is reminded of Brecht’s play “The 
Good Person of Szechwan”,7 and the heroine’s 
plea for understanding, as how can a person be 
good, when everything is so expensive?

How can you check this intangible, security?
First of all, ask a few questions about the tools 
used in the workflow, as costed. The latest 
generation of translation management systems 
have been designed to address many of the 
security concerns described above. Making full 
use of the internet, their basic premise is to 
avoid any file transfers to linguists, meaning 
that source documents and linguistic assets 
(translation memories, glossaries and other 
reference material), remain under the control 
of the language service provider and on their 
servers. Role-based permissioning ensures 
that project managers have restricted system 
rights, so that customer-specific content is only 
accessible to those who are authorised to work 
with it. Lastly, in the very best products, all 
activity is logged as part of a detailed audit trail 

Using a quality 
assurance standards 
does not guarantee 
that all translations 
will be faultless, 
but they do provide 
documented 
workflows that 
improve the 
consistency of the 
delivered product.
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i 62% are concerned about loss of IP or data through free

MT tools. source: Common Sense Advisory, Why Machine 

Translation doesn’t appeal to some.

– you only need to ask to know who is accessing
your content, and when.

Again, finding out about the security 
standards implemented by your language 
service provider should be easy. Most of us are 
familiar with quality assurance standards such 
as ISO 9001. Having these does not guarantee 
that all translations will be faultless, of course, 
but they do provide documented workflows 
that improve the consistency of the delivered 
product. Just the same applies to security, or at 
least it should. This is because state-of-the-art 
translation management systems can only ever 
be as secure as the environments in which they 
run. The hardware, software security protocols 
and the control and supervision of human 
actions in place within the hosting data centre 
play a crucial role in delivering data security. 
The use of sophisticated firewalls, perimeter 
networks, advanced denial-of-service detection 
algorithms are all there to keep information 
as secure as possible, to the level international 
corporations are used to within their own walls. 
When the physical security elements within 
the data centre are combined with a strong 
information security management system of the 
kind imposed by ISO 270018 (which is backed 
up by regular security audits), secure language 
service providers can demonstrate to you that 
they have control over their, and your data. 

Practising safe gisting
The temptation to run a last untranslated string 
through an unsecured public gisting system 
(a machine translation program that tells you 
the gist of a text, even if it does not provide 
an elegant translation) is there for developers 
and authors within your organisation, too. This 
is also the acknowledged concern of many 
managersi. Yet gisting need not be naughty, 
and some language service providers can give 
your development teams access to a completely 
secure translation interface, so they can submit 
strings, text and even whole documents to 

obtain a rapid, fully automated translation. 
This closes another loophole in the protection 
of  your intellectual property from any threats 
within your own organisation.

Conclusion.
Translation provision has grown up from its 
mostly cottage-industry beginnings to be as 
fully formed and confident as any other 
professionally run branch of industry. The 
attention paid to security is one example of this 
professionalism. If you are concerned about the 
security of your data, ask a few questions. Then 
the choice is yours. C
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